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Practical Industrial Cyber Security Enhancements

Tues 19th Nov. 2019  30mins 14:30pm - 15:0pm

Cevn@Vibertsolutions.com www.vibertsolutions.com +44 (0)7909 992786
m linkedin.com/in/vibertprofile “ //twitter.com/cevnv
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Consultant

Best Industrial Cyber Security Consultants 2017/ 2019

35+ yrs experience OT/ICS/MES/Physical/Cyber.

Chartered IT Professional.

Member IET, ISA, MESA, ISSA, InstMC, BCS, ISACA, loD....

A
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[#ee | Building up the defence

The cyber physical bad guys are now attacking internet of things

{10T) and the industrial internet of things (II0T), says Cevn Vibert, U TRI
Industrial Cyber Security Consultant and Educator. As the bad guys

get better and better at attacking, so we must constantly get better

e CYBERPHYSICA! CYBER PHYSICAL
SECURITY

SECURITY "™
ENHANCEMENT -ENHANGEMENT

PARTI

> =
> w0z

(ISC)2 . InstMC

Home  Archives 1l

06 December 2017

EXPLORING INDUSTRIAL CYBER PHYSICAL SECURITY
ENHANCEMENT

's Roots Industrial
. between

ber 2017.

The industrial cyoersecurity market is
hreats sre discovered, more impact
is felt by end-users and cyb

facing rapid

curity vendors vie for
ieadership.

My session will ighlignt both alerts and advice for end
us

be proviced, Multiple types of security are addressed, together with some my:

of Industrial cyber-attacks are mentioned briefly, to counterpaint the
of defense. and finally some alerts to the cyber arms race.

and defense scenarios. The history

s face increased pressure to improve their secu
acs for implementing these improvements including

PenTest

ma.y.a.zl.n.e.

PEN TESTING
SCADA ARCHITECTURE

ENERGY INFRASTRUCTURE CYBERSECURITY

If you're not sure where to start. here are some essential tips for keeping your business

safe from cyber crime.

Guide to Cyber Secuit. @ » 0
Wetch loter Share  Info

7
Crber risk reviews
MUst consider IT i your
facilities such as aircon,

doors, alarms & S lifts,
fot just networks.
CEVN VIBERT

‘Cyber Security Advisory
Vibert Solutions Ltd *
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Identify All Possible Threats

“Cyber Risk Reviews m

consider IT in your facilities such as AirCon, Lifts, Doors, Alarms &

31 Cyber

10t just networks” — Cevir Vi i1 Cybe

ity Advisory Director at Vibert

The first step in protecting your business is to run & cyber security audit. This will not only allow
you to see where you are currently, but also identify any threats that are putting your business

atrisk,

Tripwire

INDUSTRIAL PHYSICAL SECURITY ENHANCEMENT

VIBERT SOLUTIONS

The cyber physical bad guys are now attacking 10T and IIQT. Th
50 the good guys must also constantly get better at o
have not even properly sta; mprove their

ISC2

) getting better at att
much evidence that most good gu,
my session will be a serious ‘cal-to-

ding. The
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Enumerating SCADA SysTems

AND MORE...
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‘ Chair of the Institute of Measurement and Control’s ‘\\e
Institute of Measurement and Control IndUStriaI Cyber SpeCiaI IntereSt Group \0\“
Department Member of the UK Cyber Alliance committee.

for Culture We are building the new UK Cyber Council funded by DCMS/Gov UK.
Media & Sport

gi=2.| National Cyber Member of the National Cyber Security Centre (NCSC)’s
2~ | Security Centre

2 part of GGHO Industrial Cyber Community of Interest group.

MESA Member of MESA Manufacturing Cyber working group

INTERNATIONAL

Vibert Solutions



Chartered Institute of
Information Security

The
Chartered
Society of
Forensic
o Sciences
' Engineering
Council

Fay
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The UK Cyber Security Alliance

to create the new

UK Cyber Security Council

National Cyber
= |Security Centre

a part of GCHQ

@y GOV.UK

Information

S THE INSTITUTION
OF ANALYSTS AND
PROGRAMMERS

==
= The Institution of
= Engineering and Technology

e
ISACA
JF g
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https://next.isaca.org/

OT ICS Cyber Security Activities

A

e Surveys and Audits VIBERT SOLUTIONS
 Governance, Policies & Procedures

* Risk Assessments

 Compliance and Framework studies
* Integrity and Access Controls

* Intrusion Monitoring and Prevention
e Command and Control Management
* Vulnerability Management

* Training and Briefings

5| CyberExchange
0 S P a Connect Engage Collaborate

VIBERT SOLUTIONS Vibert Solutions
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Hands Up !

Who, in your organisation, is personally responsible for Health and Safety ?

Who, in your organisation, is personally responsible for Cyber Security?

A
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Threats Zunfl
“Hanktiojangs °‘4f"
ik rujan p ggga!eg

"There are now three certainties in life
spamu! attackmalware

- there’s Death, Taxes, and foreign intelligence service on your system,”
— Head of MI5 Cyber

“There are two kinds of companies...
There are those who've been hacked... and those who don't know they've been hacked.....”
FBI Chief — James Comey

Cybersecurity at the Heart of the 4th Industrial Revolution.

Over the next 10 years, digital transformation is expected to unlock an estimated $10 trillion of value
for business and wider society.

Davos

E g
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“There are more 18 year old males using
Facebook than there are 18 year old males
living on Earth today.”

Fay
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Cyber Attacks are increasing because...???

LinkedIn breach affected around 117 million. 117MX$2'50=$300M
DropBox security breach exposed 69 million accounts.

Equifax breach 143 million accounts

Account sell price.
iTunes S8
Groupon.com S5
GoDaddy.com S$4
Facebook $2.50
¥ Twitter $2.50

VIBERT SOLUTIONS



What IT, Computers, Networks, IOT, IIOT in a large office facility is at risk?
Office Networks (;CTV Network
Office Backups CCTV Cameras

Backup Power Supply Generators Room
UPS Backup Systems

Computer Server Room

Computer Server Room Fire Suppresswn
PA Public Address System
Access Control Network

P SRR N 0 A
.l'll! T

F|re Detection and Alarm Systems

Flrg System Network
Card Reader and Biometrics

Security Control Room

Bq@ng Management Systems
Building Management

i :;,}FW', H I HVAC Systems

Printers everywhere i | 1 ?. LOUERAGH - b i Gate Control Systems

WiFi repeaters 4»« '; | L ”
Door Control systems @5 1 |

TV on-demand networks s’

E g
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Reception Computer Terminalsjj

Veh|Ie Stopper Control Systems

r IR GET e

Ao T . Vendmg Machmes and networks
g Ok ‘ g | .
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National Cyber

Security Centre
a part of GCHQ

D

A

VIBERT SOLUTIONS

The National Cyber Security Centre is part of GCHQ and aims to

make Britain the safest place to live and work online.

NCSC has defended the UK against more than 600 cyber attacks in
the past year — bringing the total number to almost 1,800 —

significant number from Nation States.

Vibert Solutions



The Industrial IT World

Safety == Security

Vibert Solutions



© Katielee Arrowsmith/SYWNSEom/MallGnline
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Nuclear Manufacturing

Cyber Security
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| MASSIVE CYBER ATTACKS |

CRITICAL NATIONAL INFRASTRUCTURE DISABLED BY CYBER ATTACKS
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Stuxnet

cybercampaigns.net and apt.securelist.com for APT Groups

In previous years we were missing Stories relevant to Industrial Cyber .... But now..

Norsk Hydro

DroppingElephant Triton
Shamoon

DragonFly Equation wiper

WannaCry

1 Wana Decrypt0r 2.0

Qoops, your files have been encrypted!

-

€.
You can decrypt some of your files for free. Try now by clicking <Decrypt>.
| But if you want to decrypt all your files, you need to pay.
| You only have 3 days to submit the payment. After that the price will be doubled.
| Also, if you don't pay in 7 days, you won't be able to recover your files forever.
| We will have free events for users who are so poor that they couldn’t pay in 6 months.

Petya

Payment will be raised on

Turla

How Do I Pay?
| Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.

| Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

| And send the correct amount to the address specified in this window.

| After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am
|GMT from Monday to Friday.

| Once the payment is checked, you can start decrypting your files immediately.

1/4/1970 00:00:00

NotPetya

Your files will be lost on

1/8/1970 00:00:00 a by clicking <Contact Us>.

BlackEnergy
Ukrainel

Ukraine2
BlackEnergy2

Send $600 worth of bitcoin to this address:

bitcoin

Dallas Emergency Sirens
German Steelmill

E g
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NightDragon
Maersk

RedOctober
Aurora Test

Kemuri Water

LockerGoga

StoneDrill DarkHotel

Industroyer

CrouchingYeti Andromeda

Carbanak ShadowBrokers

KillDisk

Havex

Mirai

Gaus

ZeuS

EnergeticBear / CozyBear PetulantPenguin

Flame Slammer and Conficker Worm

Duqu Agora+ for Canvas and

Metasploit Vibert Solutions
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https://ics.kaspersky.com/the-state-of-industrial-cybersecurity-2019/

Office Networks CCTV Network

Office Backups CCTV Cameras

Computer Server Room | Backup Power Supply Generators Room
Computer Server Room Fire Suppression Systems UPS Backup Systems

PA Public Address Systemfi ,.2““ <5 ' i Fire & Gas Detection and Alarm Systems

)
LA

ok
Access Control Network Fire System Network

Card Reader and Blometrlcs dewces Bmldlng Management Systems

m

SecurltyControI RO O M S b, s ;,x. Bwldlng Management Networks
Reception Computer Terminals

Printers - B D e L|ft /Crane C ontrol Systems

WiFi repeaters = 2 f;.- ; -DeSI Control ystems

Door Control systems Stablllser and Ballast systems

TV on-demand networks

Fay
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Emergency Shutdown systems
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TR
Office Networks '%ﬂ-\\\‘

Office Backups

CCTV Network
CCTV Cameras

Backup Power Supply Generators Room

UPS Backup Systems

Computer Server Room

Computer Server Room Fire Suppresswn
PA Publlc Address SystemL : u
Access Control Network ‘

Fire Detection and Alarm Systems

“Fire System Network

Card Reader and Blgmetrlcs ' N D 5 CBwIdlng Management Systems
Security Contrgl_RM{;@, - Aaalnds ‘W"‘ ﬁ\! Building Management

vt

Receptlon Computer Terminals.

 e—

Printers everywhere

WiFi repeaters|| |
Door Control systems

N Pl DN 11 W R

Gate Control Systems [

T | e IV

I WIONEETN D | W [T e ——

‘ f Vending Machines and networks
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Industrial IT System Architectures

Example
industrial HMI Controller
network I B
Seouriy e
Switchin Wireless
emmn Safety = atos | vw}t-n

L] I
Motion  Robots Remote  Sensors N
Control I/0 :
Proxy & Drives -
Other Fieldbusses Safety .= E
t ¥ E E L l" IR Remote

I/0
‘A TI-E2E
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The Industrial World...... vendor examples

ABB auiomstion SIEMENS g (457 roswies

Schneider Allen-Bradley  QIMRON
e} Electric

CE"A'H[-I\I % - Honeywell “Dasfdd moxn
g‘ FISHER-ROSEMOUNT | KROHNE

TECHNOLOGY AND MORE

& YOKOGAWA

EMERSON ﬁi_e]ﬁlags_;
FOXBORO" %‘W waGo Endress+Hauser A5
Jisetsas el

Fay
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Exploits — now easier to use

O
[ TY
GIGLEG gos s '@ MMUNI
[ O —
¥
- You won't believe you lived this long without in your toolkit
dw
The ot et ALyt i ——tton & s cwte HIY | N0 | A | A
S CANVAS
e i CANVAS Exploit Packs
potiight What Are They? ~cxte el s
«®3
om
- e~ PN A .
R - -
i ] =3
ot 3
ROCOo!
e
....... —oACaw
—. -
o omRroON o

GLEG SCADA pack,
MetaSploit

Is your site listed on SHODAN?....... CANVAS
Are your trusted suppliers listed?.......

Compromise “Test” Tools

‘?ﬁ << FREE AND EASY !! >>
Vibert Solutions
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Cyber Myths debunked - based on findings

Myth:
Fact:

Myth:
Fact:

Myth:
Fact:

Myth:
Fact:

Myth:
Fact:

A

VIBERT SOLUTIONS

We are disconnected.
Many systems have 10+ connections to the World.

Firewall protected.
Many firewalls set to allow ‘any’ on inbound.

Hackers don’t understand our Unusual/Legacy Systems.
Increase of hackers specifically attacking you due to kudos of accomplishment.

We are an unlikely target.
Can be collateral due to proliferation of attacks and supply chain. Nation-state variants.

Safety/backup systems will protect us.
Safety/backup systems just as likely to be hit. Often similar technology systems used.

Vibert Solutions



Industrial Cyber Standards and Regulations are evolving

CAF 3 NCSC Cyber Assessment Framework

OG-86  HSE - Cyber Security for Industrial Automation and Control Systems (IACS) EDITION 2

IEC 62443 ANSI/ISA IEC Cyber Security Standard for Industrial Automation and Control Systems (formerly ISA99)
NERC CIP 002-009 Cyber Security Standards for Critical Infrastructure Protection

ISO/IEC 2700x Information Security Standards

NIST Cyber Security Framework (CSF)

ANSSI Cyber Security for Information Systems (France)

BSI Cyber Security for Information Systems (Germany)

NIS-D NIS Directive - Networks and Information Systems (EU)

....and.. Corporates/Enterprise’s own home-brewed standards.....

A
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NIST CyberSecurity Framework

IDENTIFY § PROTECT DETECT RESPOND g RECOVER

Anomalies & Response Plannin
Events SPOnse e

Recovery Planning

Business Security
= . . e
EI‘I'-'1iF'I'I-;1-'1I'I'It Continuous Communications Improvements
LIRS = - -

Monitoring

Analysis Communications

- Detection
— Processes J
Info Protection

Processes & Mitigation
Procedures

Improvements

Protective
Technology

VIBERT SOLUTIONS 'rt Solutions



NCSC CAF 3

Cyber Assessment
Framework

\
an S e
itable j,, e
.2 Le /nC/de over w uti ‘ l@ &S
Sso Ntmga YPlanp; here N to the xCO
earn ing frg n; lear heq "e8ement andnn.l.ng O\)\t }
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Common Sense
Methodologies

?
Where © start

Vibert Solutions
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successes

Exec Suppol”ter/s

s Aligned 10

ines
Busin o

Changes 10 come O

Stairway " Departmeﬂts

workin
the journey:

Iﬂt@rnal and
Externg| Partners
0] g] the A_Team

Frameworks, Jigsaw,
Compliance, Best
Practice, Governance

Management of
Change. Build Resilience

g together on
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Security Strategy, Projects and Programmes

* |s Security part of Business-as-Usual for the Board of Directors?

« Remember — The Bad Guys don’t stop getting better — you need Strategy...

* How do you learn and share? - Strategic Relationships
 How do you start to improve? — Security Staircase

* What products, partners and vendors are useful? — Security Jigsaw

*  Who will make the improvements? — Security A-Team

A
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Security Methodologies Summary

Lifestyle not Programmes & Projects

Audits

Lifestyle

Relationships T The A-Team

> : P

> ~J  Amocatiom ) < s

I Nationsd N\, v iy

L Cyber Cemtr [ — Lo A

S f,/ N <55 Y 2 ae:
< National w BN »  Academia AE [ W

( ons o / Ny = 5 4 [ s v
= i = - e Sulonnd
—  Q 7 N
&

lllllll

o 2 toreitigence ) mocssoc \ ee—— -
Gk NNl A The Stairway -
Centi ( Industrial \'l I/' Security A
S tietwork /) Testlab | Sotwae xaed
— Sy v _— 4
— f,»' Training \ (“_,-' 3 e S Mardwy \_\.. X3S Software

/' \_ Collaboration
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Expert Books and Articles

Raising Awareness

Sharing Experience

Cyber Games

Basic Mitigations

‘Threats ‘Profitable SECU& /EW

/Risks/ Business >

Impacts’ Operations’ 1 @ ]
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Predictions from 2017...2018

A

VIBERT SOLUTIONS

Disclosing Attacks becomes mandatory.

Nation-State Alliances form.

Cyber and Safety no longer in silos.
Supply-Chain security mandatory. X
ICS Cyber Insurance becomes “real”. X
The Kaspersky/Huawei Effect grows.
OT Security Market thins.

.2019...

Real attacks on Industrial Safety Systems.

ICS Specific Malware Exploits grow.
Al OT Cyber Security grows.
Growth of Security-By-Design.
Nation State ICS probing grows.

Vibert Solutions






We look forward to being on YOUR Security A-Team.

Thank you ......

Cevn@Vibertsolutions.com www.vibertsolutions.com 07909 992786

-A m linkedin.com/in/vibertprofile //twitter.com/cevnv
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The UK Cyber Capability Iceberg

Experience
Training
Certification
Threat Awareness
Purpose
Requirement
Budget

 CNI
* Tier 1 Primes & Tier 1 Integrators

No Hands-on Experience
Minimal Training
Minimal Certification
No Threat Awareness
Occasional Requirement
Little Budget

* Systems Integrators
 Academia

* Supply Chain/VARs

* Vendors

e Tier 2, 3, 4, 5 Suppliers
* End-Users

A
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Cyber Management

Security Questions for the Organisation

Does the institution participate in an incident, threat, vulnerability notification and sharing service?
What is the industry best practice and how does the institution compare?

What can be done to successfully implement information security governance?

Does the board understand the institution's dependence on information?

Does the institution recognize the value and importance of information?

Does the institution have a security strategy?

A
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Round-Table Questions..Questions..Questions...

Chatham House Rules — Non-Attribution!

Compliance? Policies?
Audits? Procedures?
Scans? Assets?
Surveys? Segregation?
Briefings? UK/EU/US?
Workshops? ‘ ‘ 270017
Training? 624437
Board Advisory? Tools?

State of the Nation? Physical Security?
Essentials? Wireless?
Threats? Gov?

A
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Vulnerabilities? GCHQ?
Consequences? ‘ ‘ Certification?
Risks? Predictions?
Governance? Assistance?
- Consulting?

Vibert Solutions



ICS Security Books

W St Cri PROTECTING INDUSTRIAL

FRON E H%hﬂ(ﬁ%%

Cybersecurity
for Industrial

Control Systems
SCADA, DCS, PLC, HM!,_and SIS

Winay M. Igure
Security Assessment of
SCADA Protocols

A taxonomy based methodology for the
identification of security vulnerabilities n SCADA

.,
;_':}' JOSEPH NEISS
[ ye——

protocols
NV AkademikerVerlag
Tyson Macaulay and Bryan Singer
@Ache,
Handbook of

Framework for Improving
Critical Infrastructure

SYNGRESS

— ROBUST CONTROL -
. SYSTEM NETWORKS

/" HOW TO ACHIEVE RELIABLE
=< CONTROL AFTER STUXNET

Cybersecurity

NeTWORK SECURITY

Second Edition

Robert Radvanovsky
Jacob Brodsky

-

/ RALPH LANGNER \

'

~ —

(58 CRC Press
\"‘ .......f.“...

il
")
-

3
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Cyber Management Business Benefits

Fay
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RISKS

security standards;

privacy legislation;

spam legislation;

trade practices legislation;

intellectual property rights, software licensing;
record keeping requirements;

environmental legislation and regulations;
health and safety and accessibility legislation;

social responsibility standards.

REWARDS

Increased predictability

reduced uncertainty of business operations
Protection from civil and legal liability

Structure to optimize the allocation of resources
Assurance of security policy compliance
Foundation for effective risk management.

A level of assurance that critical decisions are not
based on faulty information

Accountability for safeguarding information.

Vibert Solutions



Security Enhancement Strategic Relationships

Integrators
Associations
National N
Cyber Centre
> Academia

Industrial Security
Networks Software
ICS Hardware
3" Party
Collaboration

Together.... We are Stronger ! Vibert Solutions

National
Organisations

Consultancy
Centre

Certification
Partners

A
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Training
Centre




The Security A-Team

Fay
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The Team is the core
Multi-role people

Champions (social)

Champions (technical)
Financial budget holders

Key decision makers

Internal and External members

Success is not simple

IT Security Expert

# .
[of 5 e
(A7 .
h /‘/" o

OT Customer

IA Expert

Security Advisory Expert

(IT, OT, Sec, Physical, 1A, Process, etc)

Safety Expert

Vibert Solutions




The Security Staircase

The Security Staircase

Standard procedure not magic!
* Lots of help available internally and externally
* Build partners as integrated parts of the Security A-Team

* Use common sense and keep learning

* Do not under-estimate the cost of each step \ . _erp
INTEGRATE ‘

* Must be Director CxO level supported l i —
* Must be aligned to the Corporate Policies DEPLOY
\ EDUCATE

* Climb then Repeat DESIGN
N N CONSULT
‘A ‘ \ l SCOPE

VIBERT SOLUTIONS ' Vibert Solutions




Security Strategy, Projects and Programmes

Stairway
to Security

Scope.
Audits.
Initial Threat Appetite.
Focus/Focii of interest.

Initial Risks.
Scope.

Initial Contacts.
Stakeholders.
Required Outputs.

Consult.
Methodology.

Tools.

Interviews.

Threats.

Risks.

System Reviews.
Business Operations.
Policy Reviews.
Audit Reviews.

Design.

Network Architectures.
Operational Procedures.
Training Courses.

Team Briefings.

Guides.

Policy Inclusions.

Audit Inclusions.

Design statements.

Educate.

Training Courses for Teams.
Build xFn Security Groups.
Promote Security by Design
Education Media.
Education 5 year Schedule..
Link Teams to Peer Groups.
Update blog/news feeds.
Link with Academia.

Vi

ConOps — Operational Manuals.

Integrate.

Integration with NOC function.
Integration with SOC function.
Integration with externals.
Integration with xFn Teams.

Initial
Concerns.....

A
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RAG analysis.
ys SOC/NOC Integration Links. \ DEFEND A
Gap analysis. T ) .
Mitigations report Mitigation Compliance.
. . o INTEGRATE
CISO sign-off Mits. IReV|ew/Rework Timeline. | 7
MONITOR
A
/ DEPLOY Defend. \
A - Shadow full system defence.
‘/ EDUCATE Carry out routine trials.
¥ - Reiterate improvement program.
\ DESIGN 5 year schedule for re-work.
- 10 year planning cluster.
CONSULT /
\ X Deploy.
2} . e ]
SCOPE Deploy Designed Mitigations. Monitor.

Test results.

Review Change Programs.
Integrate Teams.

Deploy Audit Mechanism:s.
Link Remote Management.
Promote Changes.

Monitor Systems for Threats.
Tune system for false positives.

Interviews teams for effectiveness.
Gain initial CISO system approval.

Vibert Solutions




Risks, Threats, Impact Assessments

A
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Security Assessments

* Wide range of methods
* Many tools open source
* Need an experienced head
 Can do much on your own

e (Can be certified —1SO27001 Certification

* Most is common sense but inter-relationship meaning is learned.

* Useful to link assessments with Safety, People, Operations, etc.
* Essential to achieve full team buy-in for success.

* This is not a one-off event!

Step 1: Context establishment

Y

Step 2: Risk identification

Y

Step 3: Risk analysis

Y

Step 4: Risk evaluation

Y

Step 5: Risk treatment

Vibert Solutions



Security Jigsaw — products/vendors/partners

* |f it don’t fit then don’t force it!
* Understand your requirements
* Review the market

* Keep reviewing and changing
 The market is embryonic

* Less may be more

Nothing is perfect — try for “good” first.

A
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Cyber Security Basic Mitigations

e Surveys and Risk Assessments

* |Integrity Controls — whitelisting/lockdowns
* Anti-Malware

* Incident Investigation

* |ntrusion Monitoring and Prevention (IDS/IPS)
 Command and Control Management (SOC/GSOC/NOC)
* Vulnerability Management/Intel — external links

* Training — ... in all its forms....
e Simulation and Strategizing
* Maintenance and Controls

Cyber Essentials/SANS top 20/CERT advice/......

A
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common sense .?.....

Vibert Solutions



‘NanonaJ Cyber
ISecurity Centre

_é:ai

Backing up your data

Take regular backups of your important
data, and test they can be restored. This
will reduce the inconvenience of any

data loss from theft, fire, other
physical damage, or ransomware.

Udandity what needs o be backed up 'dwmnly this
ol campries docmmanta: svmate; comtacls oget
information, calendars, financial records and
supporter or beneficiary databases.
Ensure the device containing your backup is not

permanently connected to the device
original copy. neither physically nor over a local
network

Consider backing up to the cloud. This means your
data is stored in a separate location (away from
your offices/devices), and you'll also be able to
access it quickly, from anywhere.

Keeg Iyour smartphones

(an: ets) safe

Smartphones and tablets
(which are used outside the
safety of the office and home)
need even more than ‘desktop’

NCSC Help

Cyber Security
Small Charity Guide

Preventing malware damage
You can protect your charity from the =
damage caused by ‘malware’ (malicious 202
software, including viruses) by adopting
ple and low-cost techniques.
Use antivirus software on all computers and laptops.
Only install lppﬂs\nd software on tablets and
smartphones, and prevent users hnm do-mang
third party apps from unknown
Patch all software and firmware by
applying the latest software updates provided by
vendors. Use the automatically

and

update’ option where available.

(onuul access to removable media such as SD cards
ind USB sticks. Consider

[=—]

ports,
ccaeeto media. Encourage staff to
transfer files via email o cloud storage instead.

Switch on your firewal (included with most
& oponnngmnm)maunlbdhvmm
= your networ the Internet.

Avoiding phishing attacks

In phishing attacks, scammers send fake g;

Switch on PIN/password protection/fingerprint
recognition for mobile devices.

Configure devices so that when lost or stolen they
o b8 tracked, remotely wiped of remotaly locked.

Inp your devices (and all installed apps) up to d
“automatically update® option if available.

ions
and wireless dongles) or use VPNs.

Replace devices that are no longer supported by
manufacturers with up-to-date alternatives.

VIBERT SOLUTIONS

emails asking for sensitive information
(suich as bank details), or containing links
O Ensure staff don't browse the web or check emails
oy from an account with Administrator privileges. This
3 will reduce the impact of successful phishing attacks.
Scan for matware and change passwords as soon as
L) possible if you a successful attack has.
Sccurred. Don't punish staff  they get caught out
—— (it discourages people from reporting in the future).
4 . Check for obvious signs of phishing, ike poor
=N spelling and grammar, or low quality versions of
@ recognisable logos. Does the sender’s email address
look legitimate, of is it trying to mimic someone
you know?

mw,oc@%

&

Network Security

User education
and awareness

Removable
media controls

National Cyber
Security Centre

This advice has been produced to help charities protect themselves
from the most common cyber attacks. The 5 topics covered are
understand and cost little to implement. Read our quick tips below, or
find out more at www.nesc.gov.uk/charity

asy to

Using passwords to
protect your data

Passwords - when implemented
correctly - are a free, easy and
effective way to prevent
unauthorised people from
accessing your devices and data.

Make sure all laptops, MACs and PCs
ute encrypion preducts thet require »
boot. Switch on password/
PIN pcok(ho« or fingerprint
recognition for mobile devices.

=

g=
L

Use two factor authentication (2FA)
for important websites like banking
and email, if you're given the option.

Avoid using predictable passwords
(such as family and pet names). Avoid

the most common that
criminals can guess (like password).

Do ot enforce

Provide secure storage 50 staff can
write passwords

them safe (but not with the
device). Ensure staff can reset
their own . easily.

Consider using a password

L BES

access to all your other
pass )isa
strong @

10 Steps to
Cyber Security

Set up your Risk
Management Regime

What you can do to

combat cyber attacks

Network Perimeter
Defences

Secure Configuration

£600K-£1.15m

Average cost of
security breach

privileges

Incident
management

Home and

Redlucing The Impact

E Patch Management

e Software that is designed
. . to detect, stop and remove
Secure Configuratior viruses and other kinds of

=]

User Access

For more nioemation goto. & www.ncsc.gov.uk W @ncsc

rvoy, Dolivery, Broach

Breach

#| Controls For
iches at the eark lil - o -

sure to known s

2 |National Cyber
*|Security Centre

Antivirus

malicious software.

Botnet
A network of infected
) ) e e mected

o to the Internet, used

gelm attacks without

Bring your own device
(BYOD)
=) Anorganisation's strategy
or policy that allows.
@{ employees to use their
own personal devices
for work purposes.

Cloud

Where shared compute

and storage resources are
accessed a2 service (usually
ackio), iitiaad ot bos

locally on physical iy

Cyber attack

ious attempts to
ﬁn disrupt or gain
unau access to
O computer systems, networks
or devices, via cyber means.

© Crown Copyright 2016

to commit co-ordinated

ir owners’ knowledge.

NCSC Glossary

Cyber security
The protection of devices,

- from theft or damage.

Denial of Service (DoS)

When legitimate users are
denied access to computer
services (or resources),
usually by overloading

the service with requests.

Digital footprint

A “footprint’ of digital
information that i user's
anline activity lea

ind.

[

Encryption

A mathematical function
that protects information
by making it unreadable by
everyone except those witl
the ki

ey to decode it.

End user device

Collactive taem to
lescribe modern
:mavtphones, laptops

and tablets that connect

Firewall

Hardware or software
which uses a defined rule
set to constrain ne
e traffc to prevent
authorised access to
{or from) a network.

Internet of Things (loT)
H Refers to the ability of
R @ everyday objects f?m..
& {5 than computers an
X = devices) to connect to
X the Internet. Examples

include kettles, fridges
and televisions.

Macro

A small program that can
automate tasks in
applications (such as
Microsoft Office) which

attackers can use to
access to (of harm) a system.

Patching
ing updates to
A aaes oF Satoaara o
rove security and/or

) ope functionality.

Phishing

Untargeted, mass elmails
sent to many people a:
for sensitive informati
(such as bank details) nr

toan
network.

a fake website.

ry explains some common words
ishy

via the @NCSC Ty

Ransomware

Malicious software that
makes data or systems
unusable until the victim
makes a payment.

Software as a Service

(Saas)

Describes a business
model where consumers
KB access centrally-hosted

software applications
over the Internet.

Social engineering

2

Manipulating people
into carrying out specifi

vulging
information, that's of
use to an attacker.

Spear-phishing

a

b24

Trojan

&

A more targeted form

of phishing, wher

EmallIs designed to look

's from a person
ipient knows and/or

trusts.

A type of malware or
virus disguised as
legitimate software.
that is used to hack into
the victim's computer.

and phrases relating to cyber

throughout
d within the

Two-factor authentication

a@ The use of tvm dlnevent
1o ve
A Ko it latior

authentication.

Water-holing
(watering hole attack)

Setting up a fake
website (or
compro

real one) in order
to exploit visiting
users.

Whaling
= g Highly targeted phishing

attacks (masquerading

as legitimate emails)

that are aimed at senior

executives.
Whitelisting
Authorising approved
applications for use
organisations in

protect systems

from potentially harmful
applications.

Zero-day

Recently discovered
vulnerabilities (or bugs),
not yet known to vendors

or antivirus companies,
that hackers can exploit.

For more information goto & www.ncsc.gov.uk ¥W@ncsc
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[#mee | Building up the defence
IENs The cyber physical bad guys are now attacking internet of things
{10T) and the industrial internet of things (II0T), says Cevn Vibert,

Recent P

Industrial Cyber Security Consultant and Educator. As the bad guys

things mant

6 things that ha

https://www.bcs.org/content-
hub/building-up-the-defence/

VIBERT SOLUTIONS

get better and better at attacking, so we must constantly get better
at defending. There is evidence that the good guys have not
properly started to improve their security stance yet, so thisis a
serious call-to-action.

(SO)" | s

e s

06 December 2017

EXPLORING INDUSTRIAL CYBER PHYSICAL SECURITY
ENHANCEMENT

action' tao.

https://blog.isc2.org/isc2_blog/2017/12/exploring-
industrial-cyber-physical-security-enhancement.html

d

pers

https://www.tripwire.com/state-of-
security/featured/securing-sme-online-world/

PenTest

ma.y.a.zl.n.e.

PEN TESTING

If you're not sure where to start. here are some essential tips for keeping your business

safe from cyber crime.

Guide to Cyber Secuit. @ » 0
Wetch loter Share  Info

7
Crber risk reviews
Must consider I j,
facilies in your

uch as aircon, fifys

1 doors, alarms scav. ,
[ not just networks”
VN VIBERT

yber Security Advisory
Vibert Solutions Ltd *

B % Youlube 2

Identify All Possible Threats

“Cyber Risk Reviews must consider IT in your facilities such as AirCon, Lifts, Doo

tecting your business is to run a cyber sec

SCADA ARCHITECTURE

INDUSTRIAL PHYSICAL SECURITY ENHANCEMENT

How To Assess
ENERGY INFRASTRUCTURE CYBERSECURITY

Enumerating SCADA SysTems

AND MORE...

06/2018 ISSN: 2085-1117

https://pentestmag.com/product/pentest-

pen-testing-scada-architecture/

rity audit. This will not only a

you are currently, but also identify any threats that are putting your business
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Vibert Solutions - recent successes

/§——/
Infineum>

The Business Challenge

Infineum (Exxon and Shell JV) has several Process Controlled(PCS) sites
around the globe running a variety of vendor control systems. Infineum
recognised the security enhancement and coordination benefits of
providing a Global Security Operations Centre(GSOC) bringing together
the current site security capabilities.

Vibert Solutions were asked to provide Subject Matter Expertise with both
Process Control and Cyber Security experience together with
Governance and Risk Assessment capabilities.

The Solution

Vibert Solutions provided assistance to a range of project challenges
aligned with the GSOC Program. Tasks such as; to assess current state
of compliance with industry standards; to act as Customer Subject Matter
Expert; to link across Process Control, Project Management and Vendor
groups; and to provide both Technical Design, Governance and Human
input based on experiences, within highly controlled critical national
infrastructures, to the Infinium GSOC solution.

The project phase completed with high levels of success and acclaim
from senior management and is being extended to further plants.

q% CYBERBIT
¥

PROTECTING A NEW DIMENSION

THALES

Assistance was provided for

industrial cyber security expertise.

Prominent UK Asset

Assistance was provided for
industrial cyber security expertise,
Risk Assessments, Governance
Audits and Physical Security
reviews.

Maritime Workshop

Collaborative workshop for
industrial and IT cyber security
expertise. Education, design
reviews, planning, risks and
governance workshop. Vessel
and architecture aspect reviews.

SECuRITY

vi gjor folk trygge

European Gas Pipeline

The Business Challenge

A Gas Pipeline has a number of pipeline control systems managed
through Control Centres in different countries. The provision of Security
and Network Operations Centre(SOC) and (NOC) capabilities is
essential to ensuring security for pipeline operational and safety
management.

Vibert Solutions were asked to provide Subject Matter Expertise with
both Process Control and Cyber Security experience together with
Governance and Risk Assessment capabilities.

The Solution

Vibert Solutions provided assistance to a range of project challenges
aligned with the Gas Pipeline Control Systems Program. Tasks such
as; to assess current state of compliance with industry standards; to act
as Customer Subject Matter Expert; to link across Process Control,
Project Management and Vendor groups; and to provide both Technical
Design, Governance and Human input based on experiences, within
highly controlled critical national infrastructures, to the Gas Pipeline
solution.

Assistance was provided for industrial cyber security
compliance and go-to-market strategies with business plans
and industrial cyber security market knowledge.

’A IS\(/)IL-UAF\I-O(I\?S.

Assistance was provided for industrial cyber security go-to-
market strategies, website, marcoms and industrial cyber
security market knowledge.

SOS Security and People's University

Loss of systems, information, knowledge and competitive advantage is a major risk for Norwegian
companies. Most have thought about the idea of securing themselves, but unfortunately it usually
stops at the idea. Assistance was provided for practical cyber security enhancements. The
assistance was tailored to be suitable for business leaders at all levels who want advice and tips on
how to enhance cyber security. The work covered a taste of current threats, technologies and
services to reduce threats, and an introduction to countermeasures and security strategies.

VIBERT SOLUTIONS Vibert Solutions



SYNOPSIS

There are rapidly increasing threats to Manufacturing, Industry, Critical National Infrastructure and
Office Infrastructures. Where do you start to address these threats? Is it a mountain or a molehill?
What is Shamoon, Dancing Bear, Night Dragon, Triton and Petulant Penguin and how do we deal
with them? What are your strategies as a company? How do you make those step changes in
security improvements?

Are you a Manufacturer, an SME, a Port, Airfield, Factory, Ship, Energy or Transport Provider? Do you
make things or deal with people, plant, devices, food, waste, water, fuel, chemicals or hazards?

Are you a large office with Access Control, Perimeter protection, Air Conditioning, CCTV, Machinery
or any devices or systems that has a network of some kind?

Is it all secure? Really secure? Do you know about the latest threats?

Is your Health and Safety plan linked to your Cyber Security plan?

What are the threats, likelihoods, impacts, consequences, mitigations?

Are you compliant? Do you have a plan? How do you improve in a manageable way?

If you are unsure, want to learn more, or network with others in the same boat, then lets talk.

A
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Some of the Conference Themes Today

* Blockchain

* Governance

e Al

e PPP Partnerships
e Cyber in Buildings

 Collaboration

* Crisis Management
* Continuity
* Quantum threat
* NIS-D
* Risk Management
* Integrated Safety and Security (Holistic Integrated Security)
e Lifestyle Change not Projects
‘ﬁ If you are unsure, want to learn more, or network with others in the same boat, then lets talk.
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NCSC CAF 3

Cyber Assessment
Framework

E g

VIBERT SOLUTIONS

Objective A: Managing security risk

Appropriate organisational structures, policies, and processes are in place to
understand, assess and systematically manage security risks to the network and
information systems supporting essential functions.

A.1 Governance

Putting in place the policies and processes which govern your organisation’s
approach to the security of network and information systems.

A.2 Risk management

Identification, assessment and understanding of security risks. And the
establishment of an overall organisational approach to risk management.

A.3 Asset management

Determining and understanding all systems and/or services required to maintain
or support essential functions.

A.4 Supply chain

Understanding and managing the security risks to networks and information
systems which arise from dependencies on external suppliers.

Vibert Solutions



NCSC CAF 3

Cyber Assessment
Framework

Fay

VIBERT SOLUTIONS

Objective B: Protecting against cyber attack

Proportionate security measures are in place to protect the network and
information systems supporting essential functions from cyber attack.

B.1 Service protection policies and processes

Defining and communicating appropriate organisational policies and processes to
secure systems and data that support the operation of essential functions.

B.2 Identity and access control

Understanding, documenting and controlling access to networks and information
systems supporting essential functions.

B.3 Data security

Protecting stored or electronically transmitted data from actions that may cause
an adverse impact on essential functions.

B.4 System security

Protecting critical network and information systems and technology from cyber
attack.

B.5 Resilient networks and systems

Building resilience against cyber attack.

B.6 Staff awareness and training

Appropriately supporting staff to ensure they make a positive contribution to the
cyber security of essential functions.

Vibert Solutions



NCSC CAF 3 Objective C: Detecting cyber security events

Capabilities exist to ensure security defences remain effective and to detect cyber security events
Cyber Assessment affecting, or with the potential to affect, essential functions.

F k i o
rameEer C.1 Security monitoring

Monitoring to detect potential security problems and track the effectiveness of existing security
measures.

C.2 Proactive security event discovery

Detecting anomalous events in relevant network and information systems.

Objective D : Minimising the impact of cyber security incidents
Capabilities exist to minimise the adverse impact of a cyber security incident on the

operation of essential functions, including the restoration of those functions where
necessary.

D.1 Response and recovery planning
Putting suitable incident management and mitigation processes in place.
D.2 Lessons learned

Learning from incidents and implementing these lessons to improve the resilience of
essential functions.

Fay
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