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2000 2004 2008 2012 2016 202019961988 1992

50.1B (2020) 

IoT Inception (2009) 
8.7B (2012) 

11.2B (2013) 

14.2B (2014) 

18.2B (2015) 

22.9B (2016) 

28.4B (2017) 

42.1B (2019) 

0.5B (2003)

Connected Systems

Connected Facilities/Plant/Site

Connected Products

34.8B (2018) 

Billion of Devices

… and risks
Exposure to malicious cyber attacks is also 
growing dramatically, putting our lives and 
the stability of our society at risk

Opportunities 
Billions of devices are being connected
by the Internet of Things, and are the 
backbone of our infrastructure and economy

Digitalization creates …

Connected Systems

Connected Facilities/Plant/Site

Connected Products

Billion of Devices
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Security integrated in 

Regulations

Vulnerabilities

Professional

Attacker

Internet of Things

Why is Industrial Security so important?

Benefits of Industry 4.0 must be ensured with industrial security Right security measures avoid unplanned costs

Industry must comply security norms and regulations

in processes and systems

Productivity and assets must be protected from external threats

Protect from

Reduce

Comply

Secure

§
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“What in my business do I need to protect?”
Identification of the critical business assets and business 
processes is a core component of the concept

“Which level of security do I need?”
Security level drives requirements, in alignment with 
standards (like IEC 62443), to protect against attacks 

“How do I protect the specific assets?”
Standards based security solutions are applied 
to protect and monitor the critical assets

… by answering key questions and addressing 
five levers for security in business including IT 

Key Decisions To Be Made……

September 2018Page 5
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Industrial Security – from risk to resilience

! !

!

!

Unprotected business

• People and assets exposed to risk

• Business vulnerable to disruptions, sabotage and theft

• Costs and liability

• Reputational damage

Secure business

• Safer and more resilient environments

• More sustainable business, 

resume operations faster

• Improved plant uptime to maximize profitability

• Trust with customers and shareholders

Page 5 05.03.2020 V2.1
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Industrial Security

protection goals & value added aspects

1 Availability 2 Integrity 3 Confidentiality

Increased protection of system and 
data integrity to avoid malfunctions 

and production errors

Protection of confidential data 
and information as well as 

intellectual property

Increased plant availability through 
reduced interference from attacks 

or malware.

Protecting productivity
through risk minimization

Page 4 05.03.2020 V2.1

Secure Availability, Integrity and Confidentiality at reasonable risk
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Challenges are similar but reality is very different 

in IT and Industrial (OT) Security 

Page 8

IT Security Industrial Security

3-5 years

Forced migration (e.g. PCs, smart phone)

High (> 10 “agents” on office PCs)

Low (mainly Windows 10)

Standards based (agents & forced patching)

20-40 years

Usage as long as spare parts available

Low (old systems w/o “free” performance)

High (from Windows 95 up to 10)

Case and risk based

Asset lifecycle

Software lifecycle

Options to add security SW

Heterogeneity

Main protection concept

Confidentiality Availability and Safety

Restricted © Siemens 2020
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AvailabilityA range in minutes is acceptable Latency for control systems <300ms 
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The market is changing based on demand 

for the combination of both Safety and 

Security Services.

Main information security and safety standards are merging under a broader 

"Safety and Security" standard ... 

The merging of national and international safety and security 

standards under one umbrella will broaden scope of application

1) Critical National Infrastructure 

IEC

61508

EN61511

EN62061 / ISO22100

EN13849

Safety/

Security

Main cybersecurity 

standard for 

industrial systems 

IEC 62443

Cybersecurity standards landscape and evolution

Main industrial 

safety standards 

Main international information 

security standards 

IEC18043

ISO 22301/13

ISO 27000 series

Main British information 

security standards 

PAS 555

BIS 10754

Cyber Essentials

BIS/14/697

RiskOpportunity

Increased demand for joint 

security and safety audits, 

trainings and services, as 

standards initially developed for 

CNIs1) are increasingly used by 

traditional industrial players and 

standards merge

Merging and alignment of standards 

could see a need for upskilling of 

engineering personnel in order to 

accommodate both Safety and 

Security in the project design phase.
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Applying IEC62443

10.02.2020Page 10
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We as SIEMENS need the capability to design, hand over and 

maintain secure products and solutions for our customer

Product

(System) 

Supplier

System 

Integrator

Asset 

Owner

designs and

deploys

operates and

maintains

develops and

supports

Design + hand over / maintain 

a secure solution

Capabilities, documentation, 

secure development, support 

Secure operation, policies, 

requirements

• ISO 27001/19

• NERC-CIP

• IEC 62443-2-1

• IEC 62443-2-4

• IEC 62443-3-3

• BDEW WP

• IEC 62443-4-1

• IEC 62443-4-2

• (IEC 62443-3-3)

• BDEW WP

* Examples of Security Requirements Standards

*

*

*

Standards define the requirements on security for product suppliers, system integrators and asset owners

Page 1110.02.2020
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Using Levels in the Context of Secure Solutions

Related policies and procedures

Maturity Levels

ML 1 - ML 4

Functional capabilities of the 

Automation Solution

Security Levels

SL 0 - SL 4

Organizational
measures

Technical

measures

IEC 62443-2-4

IEC 62443-3-3

Page 12 10.02.2020
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IEC 62443 Definition of SL and ML

Evaluation of technical measures

in the Automation Solution

Evaluation of organizational measures

in operation and maintenance

SL 4
Capability to protect against intentional violation using sophisticated means 

with extended resources, IACS specific skills and high motivation

SL 3
Capability to protect against intentional violation using sophisticated means 

with moderate resources, IACS specific skills and moderate motivation

Capability to protect against intentional violation using simple means with low 

resources, generic skills and low motivation
SL 2

Capability to protect against casual or coincidental violationSL 1

No specific requirement or protection necessarySL 0

ML 4 Using suitable process metrics, the effectiveness or performance improvements 
of the process, or both, can be demonstrated. 

Processes are performed in an ad-hoc and often undocumented (or not fully 
documented) manner. 

ML 1

Documentation exists that describes how to manage the delivery and 
performance of the capability. There may be a significant delay between 
defining a process and executing/practicing it.

ML 2

ML 3 A process at Level 3 is a Level 2 process that is being practiced.

IEC 62443-3-3 IEC 62443-2-4 

Notes:

➢ Maturity levels are note the same as in CMMI

➢ Background ML2/3 in part 2-4: Allows to show capability prior to first deployment 

IEC 62443-4-2 IEC 62443-4-1 

Page 13 10.02.2020
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SL 4
Capability to protect against intentional violation using sophisticated means
with extended resources, IACS specific skills and high motivation

SL 3
Capability to protect against intentional violation using sophisticated means
with moderate resources, IACS specific skills and moderate motivation

Capability to protect against casual or coincidental violation

Capability to protect against intentional violation using simple means with
low resources, generic skills and low motivation

SL 2

SL 1

Future customer target requirement: 

IEC 62443 based Protection Levels

Protection Levels

Assessment of security functionalities Assessment of  security processes

ML 4
Optimized –
Process measured, controlled and continuously improved

ML 3
Defined –
Process characterized, proactive deployment

Initial –
Process unpredictable, poorly controlled and reactive.

Managed –
Process characterized , reactive

ML 2

ML 1

4
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Security Level

PL 1 Protection against casual or coincidental violation

PL 2
Protection against intentional violation using simple means with low resources, generic skills
and low motivation

Protection against intentional violation using sophisticated means with extended resources,
IACS specific skills and high motivation

Protection against intentional violation using sophisticated means with moderate resources,
IACS specific skills and moderate motivation

PL 3

PL 4



Unrestricted © Siemens AG 2019

Industrial Security Services

Industrial Security Service Portfolio
Implementation Example
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Firewall

SCALANCE X Switches

SIMATIC IPC

SIMATIC HMI

SIMATIC 

Panel PC

S7-1500

Switch

Copper Ethernet Fibre Ethernet

DMZ

WSUS

ePO Server Web Server

Internet

Security Awareness Training, 

Policy and Procedures

Network Segmentation and 

DMZ

Firewalls and VPN

System Hardening

Windows Patch

Antivirus and Application 

Whitelisting

Industrial Anomaly 

Detection

Security Monitoring
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Customer Site (Factory Automation)

Next-Gen 

Firewall
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Defense-in-Depth security architecture to protect automated 

production plants

Plant network

Safety Availability Know-how …

Protection of control level

• Access protection, integrity & manipulation protection
• Know-how and copy-protection

• Hardening (network robustness)

Office network

Remote-
Access

Network segmentation depending on protection goals
• Firewall

• VPN-Gateway

Plant Security

Protection of PC-based Systems

• User management / Policies (e.g. password lifetime) 
• Antivirus- / whitelisting software 

Interface to Office-IT / for Remote Access
• Firewalls

• Proxy-Server

• Intrusion Detection / Prevention Systems (IDS/IPS)
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Secure Solution Framework

Security Design Specification

Page 17 10.02.2020
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Security is about technology, processes and people

A holistic security protection concept has to include technology, processes and people

Page 18



Page 19

Thank You & 

Questions

Paul Hingley
paul.Hingley@siemens.com

07808 822265
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