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Improving process safety by sharing experience
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Figure 1: New cybersecurity vulnerabilities discovered each year (1)
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Figure 2: Simple PFD of a Cyber-Physical System (CPS) designed to detect and cross-examine flow
anomalies
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Figure 3: PFD of a Simple Water Flow System designed to show the implementation of a Cyber-
Physical System (CPS) to combat cyber threats
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Figure 4: Conceptual cybersecurity bowtie, including examples

of cybersecurity breach prevention and mitigation tools (1)
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PROCESS SAFETY
BOWTIE

Typically focuses on a
single critical risk

Maps out all
known causes and
consequences

Includes details of
applicable controls and
how they may fail

The goal is to avoid the
critical risk from ever
occurring

OT CYBERSECURITY
BOWTIES

Typically focuses on a group of
risks eg, unauthorised data access
or compromise of control systems

Maps out categories of threats,
including unknown threats
(undisclosed vulnerabilities and
zero-day attacks)

May include a mix of specific
controls, failure methods and
programmes of risk management

The goal is to ensure resilience
when a cybersecurity incident
occurs

Figure 5: Comparison of features for process and OT
cybersecurity bowties (1)
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