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Layers of Protection Analysis (LOPA) is widely used in process industries to design the plant protection systems. 
This method considers the occurrence of a hazard as an initiating event, leading to catastrophic failures, then 

examining the adequacy of Independent Protection Layers (IPLs) to mitigate the risk. LOPA methodology was 

applied to an encounter with the covid infection as an initiating event and then independent protection layers, 
namely health safeguarding protocols, such as social distancing, ventilation, hand hygiene, face mask and 

vaccination were assigned to mitigate the risk of infection and fatality. It was concluded that LOPA can also be 

applied to the risk of covid infection which can evaluate a numerical value for the death risk frequency, in order 
to manage the transmission risk to a tolerable level. The latter is the fatality risk due to seasonal flu. 

This paper adopts process safety LOPA methodology to covid infection risk, by initially calculating a 

transmission rate and then evaluates the safeguards’ probability of failures in order to develop a ‘Covid Fatality 
Metric’ which is the measurement tool, to manage the virus spread. The input data is based on public domain 

covid infection statistical data. The covid transmission rate in public is statistically calculated with random 

number sampling to simulate the random pattern of virus person to person infection in the community. The 

success of the covid protection protocols is probabilistic and depends on the public compliance which are 

modelled by observational surveys. The methodology is flexible enough to be applied to all public places.  

Whilst covid prevention compliance surveys are possible for smaller communities such as offices, for a larger 
population, it is proposed to use CCTV digital image processing for the public compliance measurements.  
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1.0 INTRODUCTION 

From a chemical engineering point of view, transmission of the SARS-COV-2 virus is a process, and the disease COVID-19 

can be managed like any other process hazard. Considering that Layers of Protection Analysis (LOPA) methodology has 

successfully been applied to safeguarding process plants (Fang et al, 2007), it can also perform risk assessments to evaluate 

the relative probabilities of virus transmission, infection, and death. This is vital moving forward due to the high transmission 

rates of the SARS-COV-2 virus and its severe consequences (Guleryuz, D, 2021). Lockdowns and heavy restrictions were 

imposed to help limit the SARS-COV-2 contagion spreading (Collivignarelli et al, 2021) however life with these restrictions 

is not sustainable and so new methods/standards need to be incorporated into day-to-day life to help manage this virus.  

LOPA is a semi-quantitative risk assessment methodology. Safety Integrity Level (SIL) analysis and LOPA methodology were 

formalised in IEC 61508 & IEC 61511 (IEC 61508. Functional safety of electrical/electronic/programmable electronic safety-

related systems, 2010; IEC TR 61511-0:2018 | IEC Webstore, 2021), adapted by AIChE CCPS (Centre for Chemical Process 

Safety) for process industry use (Layer of protection analysis, 2001). The application of LOPA in process industries is to 

design process shutdowns which is in par with the unmitigated risk. It requires valid input data, which is well established for 

process industry use, but more challenging for pandemic application due to higher levels of uncertainty.  

LOPA requires three main inputs: ‘Risk Tolerability Criteria’, ‘Initiating Event Frequency’ and ‘Probability of Failure on 

Demand (pfd) for Independent Protection layers and Condition Modifiers’. For the COVID-19 case, the risk tolerability criteria 

are taken as a comparison of the annual frequency of death due to COVID-19 and for seasonal flu. The initiating event is the 

frequency of encountering a person infected with the virus; and the IPLs are; social distancing, free air movement (ventilation 

and open space), face masks, hand hygiene (Brown, K.R, 2021) and the condition modifier for the vaccine efficacy. These 

safeguards are collectively referred as, COVID-19 protection layer health protocols. For LOPA modelling, IPLs are used as 

barriers to virus spread with their own specific probability of failure on demand. A ‘pfd’ is a probability between 0 and 1.0, 

where 1.0 means no IPL is present or 100% failure, decreasing as the probability of failure of an element decreases.  

1.1 Literature Review on Health Protocols 

The public domain information on compliance of the health protocols identifies driving features of the rules. A guidance 

written by Public Health England (Public Health England, 2021) notes COVID-19 care pathways and sets governance and 

responsibilities for stakeholders and the public to manage the infection risk. It sets objectives for infection control and 

transmission precautions, use of personal protection equipment (PPE), patients care, and the risk of respiratory infection 

transmissions. (Greenhalgh, T, et al, 2020) presents evidence and guidelines for the use of face masks, with the key message 
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that the precautionary principle states we should sometimes act without definitive evidence, in case masks will reduce 

transmission of COVID-19 or otherwise. Since the debate between the effectiveness of a face mask or covering is still ongoing. 

Even if proved to show small levels of prevention, limited protection could reduce some of the transmission rates of COVID-

19 and save lives because COVID-19 is such a serious threat, that wearing masks in public should be advised. 

The review by (Howard et al, 2021) synthesizes available evidence to provide clarity and advances the use of the ’precautionary 

principle’ as a key consideration in developing a policy around the use of non-medical masks in public. 

A report written by the European Centre for Disease Prevention and Control defines targets and instructions of the use of face 

masks and with hand hygiene (European Centre for Disease Prevention and Control, 2020). Hand hygiene is also recommended 

in the following references with scientific facts (World Health Organisation, Hand Hygiene: Why, How & When?, 2009; 

Packham, C, 2020). The latter reference states that when hand washing is carried out, it is essential to limit skin damage, so 

the use of a moisturiser after each time hands are washed is important. The World Health Organization provides guidelines on 

the use of face masks for children and adults (WHO, 2020). There has been some research activity in order to investigate any 

association between hand hygiene and COVID-19 transmission, (Skolmowska, Głąbska, Guzek, 2020). Their conclusion is as 

follows; in a population-based sample of Polish adolescents, individuals from regions of low COVID-19 morbidity presented 

more beneficial hand hygiene habits than those from regions of high COVID-19 morbidity. 

The origin of the 2 m safe social distancing rule has been investigated by (Jones, N, et al, 2020). The authors conclude that 

investigations started in late nineteenth century. Despite limitations in the accuracy of these early study designs, especially for 

longer ranges, the observation of large droplets falling close to a host reinforced and further entrenched the assumed scientific 

basis of the 1-2 m distancing rule. Computational Fluid Dynamics (CFD) simulation has been used by (Blocken, B, et al, 2020) 

in order to model the safe distancing for people standing still (1.5 m), walking (5 m) and running (10 m). 

2.0 COVID RISK MANAGEMENT WITH LOPA METHODOLOGY 

The COVID-19 pandemic can be viewed in the same way as a typical process hazard. It is possible to apply LOPA to the issue 

of the virus transmission in particular settings, its likelihood of transmission considering layers of protection, or indeed 

multiplication, and its impact upon individuals, taking account of their demographics and state of health. 

2.1 Basis of Covid Transmission Rate 

COVID-19 is atypical of process hazards as it is all pervasive, often carried by asymptomatic individuals, without any obvious 

sign of infection. However, it is possible to evaluate the frequency of an “initiating event” defined as an “effective” contact 

with an infected person or the transmission rate, based on the following inputs: 

1. Local rolling infection rates, for example as published in the UK as the COVID-19 virus interactive map for England 

(GOV.UK, 2021). 

2. Hours spent in the risk area with potential of person to person infection 

3. Number of human contact events per year with potential virus transmission 

4. Adjust for asymptomatic cases.  

These factors are used to evaluate the number of effective infections per year, i.e., the transmission rate, which is the initiating 

event in the LOPA calculation. 

 

2.1.1 Covid Testing Regime and Asymptomatic Infection Modelling 

The pooled estimate of asymptomatic portion of COVID-19 is 28% which was used to calculate the transmission frequency 

(Beale et al, 2020). Covid testing input to transmission rate calculation is possible for target locations with known personnel 

and visitors such as office blocks, colleges, schools or gymnasiums. However, in larger population centres such as shopping 

malls and transportation hubs, historical knowledge of visitors’ testing is not possible. 

2.2 Basis of LOPA Calculation 

Two parallel infection pathways have been identified: direct transmission from an infected person to the target individual via 

droplets and aerosols carrying the virus, or indirect transmission, where infected droplets land on a surface (Marzouk, M, 

2021), and are then picked up by the target person and transferred to the soft tissues. These infected droplets can last on 

surfaces for long periods of time (ranging between 12 hours to two days) (Elsheikh, A.H, et al, 2021). The calculation is done 

as a typical LOPA, with the probability of failure on demand of each of the assigned protection layers, such as distancing, face 

masks, hand sanitisation, ventilation; calculating through to a probability of infection for each pathway, summed up to a total 

probability for all pathways. 
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The impact of infection on the death rate of infected people is obtained from the ALAMA (Association of Local Authority 

Medical Advisers) calculator (Covid-19 Medical Risk Assessment – Alama, 2021), which, given inputs on the age, sex, 

ethnicity, Body Mass Index (BMI), and various comorbidities then indicates the probability of death of an infected person. 

This can be run for typical and vulnerable individuals. This then enables us to compare the probability of death from COVID-

19 to that from seasonal flu and to identify an improvement factor as a target to attain this. The improvement factor is calculated 

as an index with a numerical value and referred to as Covid Fatality Metrics. 

Also, crucially, it gives the user a feel for what steps could be made to improve the situation. This tool can be used to manage 

the COVID-19 risk and must be used at the responsibility and discretion of the user, as they know their business and their 

options. For instance, they might be able to improve the effective infection encounter rate by reducing the number of contacts 

per risk event, setting up a suitable testing system. Other steps that could be taken are: the layers of protection themselves, by 

administering more robust regimes. For comparison and benchmarking purposes, a covid fatality metric is introduced in the 

calculation which determines the improvement measures in the testing regimes and IPLs compliance. The purpose is to bring 

down the cases by benchmarking the COVID-19 infection in relation to the seasonal flu fatality level. 

3.0 STATISTICAL ANALYSIS AND RANDOMISE VIRUS HUMAN INFECTIONS 

The transmission rate is the initiating event for the LOPA modelling. The former is based on the person to person infection 

rate. The infection rate is evaluated by statistical regression analysis which is used to look at the correlation between the 

dependant and independent variables. This method aims to explain the dependant variables in terms of the independent 

variables through a mathematical relationship, to obtain a prediction of one variable given the value of the other. 

The Regression model is being used here to help look at the mean infection rates of COVID-19 in different locations, to then 

mathematically simulate the way that the virus infection is spreading amongst the population. Thus, the input data was 

randomly selected and fed into a regression analysis model by an analyst however, in the future, it is envisaged to use a 

computer software programme for the random selection process. The Covid infection is unpredictable and could be arbitrary.  

It is therefore required to describe and predict how the virus transmit itself in the community. Data collection and sampling 

with statistical models can predict the virus propagation. The infection is also random, which means it is impossible to predict 

future human infections based on past or present ones. The modelling therefore requires probabilistic assessment to account 

for the randomness. The statistical modelling algorithm uses an ‘arbitrary random population sampling’ approach which is 

meant to randomise the virus’ person to person transmission in the community. The maths is designed to simulate the real life 

virus transmission randomness and develop predictive tools on virus behaviour in a given population sample. 

For calculation of the infection rate, statistical modelling was performed on one hypothetical shopping centre in the UK. As 

people go to and from this site, the local rolling infection rates of the surrounding areas were selected from randomly chosen 

postcodes and their data was obtained from the UK COVID-19 interactive map (GOV.UK, 2021). The sample sizes varied and 

was dependant on the average number of people passing through per hour. Once this data was collected and the infection rate 

was randomly assigned to a population sample, a scatter graph was produced. Then regression analysis was performed to 

obtain the straight line regression equation. 

The geometric mean of the sampling population was used as the numbers in these series are not independent of each other and 

in some cases, the numbers tend to make large fluctuations. The calculated geometric mean from the values of the population 

sample was then inputted into the equation of the regression line which was obtained from the scatter graph. This then 

calculated the ‘y’ value, showing the geometrically adjusted mean infection rate. The adjusted mean arises when statistical 

averages must be corrected to compensate for data imbalances and large variances. This process was then repeated for 

consecutive weeks. By having two sets of data taken, a comparison of the information can be made to show the changes in the 

infection rates. 

The interactive map (GOV.UK, 2021) was a useful tool in obtaining information such as, the case rate per 100,000 people, the 

total number of cases in a given area and also the rate of change in percentage from the previous week. The data from the map 

is updated every day at 4 pm and all the information from January 2021 is easily available and accessible. 

3.1 Infection Rate Calculation for a Shopping Mall 

This statistical model was conducted from information regarding the infection rates from the surrounding areas of a Shopping 

Mall in the Midlands. According to published data from the shopping centre, this mall receives 35 million visitors annually, 

therefore on average, the assumed population of the mall per hour was taken as 4,006. 30 random postcodes from the 

surrounding areas were chosen for this calculation. It was also assumed that most people using this shopping centre commute 

or travel from areas in and around the Midlands looking at an average commute time of approximately 40 minutes (with the 

longest being an hour and a half long journey). 

Tables 1 and 2 (given in the Supplementary Addendum) show the input data to regression analysis for the randomly selected 

postcodes. The corresponding plots can be seen in Figure 1 & Figure 2. The population sampling was randomly selected for 
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two consecutive weeks and the people sample number per address varied in each case, as the number shoppers for different 

postcodes using the shopping mall is random. 

 
 

 

Figure 1; Graph to show the rate of COVID-19 cases in shopping mall visitors addresses (17th June 2021).  

 

The regression analysis from the data in Figure 1 gives a value for the Pearson product-moment correlation coefficient (R). 

This value is a measure of the strength of a linear association between two variables, in other words, it can indicate how far 

away the data points are from the line of best fit. Values can range from between -1 to +1 where the value of +1 or -1 indicates 

a stronger association between the two variables. From the graph produced and the regression analysis, the calculated R value 

was 0.87.  

 

The regression line was equal to: 𝑦 = 1.7228𝑥 − 1.645 and the geometric mean of the random population sample was 

calculated to be 102.86. Therefore, substituting these values gave a geometrically adjusted mean infection rate (y) of 175.57. 

 

 
 

 

Figure 2; Graph to show the rate of COVID-19 cases amongst the visitors (1st July 2021).  

 

The R value calculated from this plot was 0.89 and the equation of the regression line was equal to: 𝑦 = 1.9341𝑥 + 111.48. 

As the geometric mean of the random population sample would be the same as that calculated from the previous set of data 

y = 1.7228x - 1.645
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(due to the random population samples not changing), the geometrically adjusted mean infection rate for this case equalled 

310.43. 

3.2 Assumptions to calculate Shoppers Occupancy in Shopping Centres 

The calculation is based on uniform distribution of occupancy on a 24/7/365 basis. However, shopper’s visiting habits to 

shopping malls are highly random. A more scientific approach would be if the owners (e.g., HSE managers) conducted 

population sampling on how visiting habits vary amongst the populations and again with regression analysis a more realistic 

figure can be calculated. 

4.0 IMPACT ON INDIVIDUALS-RISK OF DEATH 

ALAMA (Association of Local Authority Medical Advisers) COVID-19 Medical Risk Assessment (Covid-19 Medical Risk 

Assessment – Alama, 2021) defines the concept of Covid-age as follows; 

Covid-age assesses an individual’s vulnerability to COVID-19 in the absence of previous infection or vaccination. That 

evidence indicates that vulnerability to COVID-19 increases exponentially with age; for example, in comparison with a healthy 

person aged 20, a healthy person aged 60 has more than 30 times the risk of dying if they contract COVID-19. Covid-age 

summarises vulnerability for combinations of risk factors including age, sex and ethnicity and various health problems. The 

final result of the Covid-age calculator is the individual’s risk of death, as a probability with their actual age.  

The LOPA results are calibrated by considering the seasonal flu deathrate, which is a figure of 1 death in a population of 

10,000 per year, or 0.0001 death per annum (Around 10,000 deaths are caused by flu each year in England and Wales, 2021).  

5.0 HEALTH PROTOCOLS FAILURE PROBABILITY CALCULATIONS 

Similar to process safety LOPA, for COVID-19 the probability of failure of the Independent Protection Layers also needs to 

be calculated. 

5.1 Social Distancing, Face Mask and Hand Hygiene 

The estimation of probability of failure on demand for these protocols are based on statistical surveys. A statistical survey is 

any structured inquiry designed to obtain aggregated data, which may be qualitative or quantitative and where the individual 

or corporate identities of the respondents are in themselves of little significance. 

The survey methodology uses sampling of individual units from a population and associated techniques of survey collection. 

In the case of LOPA, in order to obtain the degree of public compliance with the covid prevention protocols, observational 

surveys can be made on a sample of employee units in office floor or factory shop floor. For the cases of high population 

centres, such as transport hubs or the shopping centres, human surveys are not practical. Thus, this study proposes to use a 

designated area in heavily populated centres, equipped with CCTV (Closed-circuit television) and digital image processing to 

survey the public compliance. For instance, in a shopping centre, transport hub or airport, a section of the concourse can be 

designated as ‘survey’ zone, equipped with distancing space markers, hand hygiene stations under CCTV surveillance. The 

surveys can be taken several times a week, for some pre specified hours. This way the compliance is measured as the number 

of people observing the protocols per total number of ‘public’ sampling unit. The ratio gives the probability of compliance. 

There are many types of face masks that are commercially available. For this study PM2.5 Surgical Masks were evaluated as 

they are the most widely used.  

5.2 Ventilation 

The main types of air cleaning that are likely to be effective at reducing infection risks include high efficiency particulate air 

(HEPA) filters and ultraviolet light. 

According to (EECO2, 2021), the ventilation system factors that can minimise the virus spread are: filtering, number of air 

changes per hour (ACH) and the recirculation. Based on ventilation design information, the following ‘rules’ are proposed to 

estimate the ventilation system efficacy to combat virus spread. 

• Rule 1; With or without recirculation, ACH > 12 with HEPA Filter or Equivalent   pfd = 0.1 

• Rule 2; No recirculation, ACH > 6 with filter less efficiency than HEPA or Equivalent   pfd = 0.5 

• Rule 3; No recirculation, ACH< 6 with filter less efficiency than HEPA or Equivalent   pfd = 1.0   
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The recent study on Ultraviolet light indicates that it can kill the new coronavirus (Kumar, Sagdeo, Sagdeo, 2021). It is 

however challenging to assign an efficacy to this type of protection. 

5.3 Vaccination 

For vaccination efficacy, there are numerous sources of data depending on the type of vaccines, the real life data and various 

interpretation of the results. Most vaccine manufacturers note efficacy above 90% and some between 70 to 80%, others go as 

low as 65% (Ledford, H, 2021). However, it is emphasised that for all vaccine types, there is not any definitive efficacy figure. 

In order to use a conservative figure, based on considering possible breakthrough cases, this paper proposes to use 70% efficacy 

in order to estimate vaccination probability of failure (Mahase, E 2021). 

6.0 LOPA CALCULATION RESULTS  

Tables 3, 4 and 5 (Supplementary Addendum) illustrate that in a hypothetical shopping centre, social distancing, face mask 

and hand hygiene surveys are undertaken to estimate the probability of failure on demand for covid protective measures. Photo 

1 (Supplementary Addendum) shows PM2.5 face masks and their probability of protections. 

Figure 3 reproduces the ALAMA (Covid-19 Medical Risk Assessment – Alama, 2021) fatality risk for 4 individuals as 

identified for categories A to D, representing their actual age, gender, ethnicity, body mass index, and health status. Figures 4 

and 5 present the transmission rate calculation for weeks 17 June 2021 and 1 July 2021.  Figures 6 to Figure 9 show the age 

group categories and the calculated covid fatality metrics for different weekly periods at 70% vaccination and no vaccination 

cases. The results are shown in Figure 10. It is seen that lower adherence to covid prevention measures, namely vaccinations, 

increases the covid fatality risks. As shown, the covid fatality metrics are lower for the vaccination cases nearing the common 

flu fatality bench marking. The colour key for the simulation cases are shown in Table 6 (Supplementary Addendum). 

Figure 3; Fatality Calculation (Covid-19 Medical Risk Assessment – Alama, 2021) 

 

Figure 4; Calculation for Infection Transmission Rate – 17 June 2021 

 

Figure 5; Calculation for Infection Transmission Rate   – 01 July 2021 
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Figure 6; LOPA and Covid Fatality Metrics Calculation, 70% Vaccination Efficacy – 17 June 2021 

 

 

Figure 7; LOPA and Covid Fatality Metrics Calculation, No Vaccination – 17 June 2021 

 

Figure 8; LOPA and Covid Fatality Metrics Calculation, 70% Vaccination Efficacy – 01 July 2021 
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Figure 9; LOPA and Covid Fatality Metrics Calculation, No Vaccination – 01 July 2021 

 

 

Figure 10; Covid Fatality Metrics for Cases 1 & 2, showing lower expected fatality in Case 2 and lower fatalities 

at 70% efficacy vaccination. 

The results indicate that on the 17th June 2021 and 1st July 2021, the annual transmission rates risk was calculated respectively 

at 35.96 and 63.58. The increase in transmission rate is due to the virulent Delta strain. Tables 3, 4 & 5 show that in the second 

week, the compliance with the health protocols have improved. Figure 10 illustrates that since the protocols are fully observed, 

the covid fatality metrics is reduced nearing the common flu annual death rate. This figure also illustrates the effect of the 

vaccination programme which shows a considerably reduction to the death risk. 

7.0 DISCUSSIONS  

For chemical engineers, the usefulness of LOPA is obvious, since this methodology appeared in early 2000s, it has become 

mandatory for any process design activity. LOPA reviews and calculations have become as important as Hazard and 

Operability (HAZOP) to design a safe and operable plant. In a sound chemical plant design, no process trip is designed without 

considering its Safety Integrity Level requirement and its layers of protection (LOPA) implications. Based on the findings of 

this paper, it is proposed that the LOPA application to COVID-19 risk can also help to bring back some form of normality to 

the current pandemic situation. Any risk can be mitigated depending on availability and compliance of the safeguards, as well 

as the practicability of protective measures applications. This is the foundation of ALARP (As Low As Reasonably Practicable) 

which is commonly used to design out the risks associated with process plants.  
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Within the context of ALARP, tolerability limits for the process risks entailing fatalities are set by the following references, at 

1 in 10,000 per annum for the public who have a risk imposed on them (Reducing risks, protecting people, 1999; Risk 

management: Expert guidance - ALARP at a glance, 2021). There are always ‘residual’ risks and the COVID-19 risk, is not 

an exception. The Covid risk may not be eliminated but it can be controlled and managed; as low as reasonably practicable. A 

tolerable risk for COVID-19 in this study has been set a figure of annual 1 death in 10,000 population (Around 10,000 deaths 

are caused by flu each year in England and Wales, 2021).  

The permanency imperative of SARS-COV-2 would require that the COVID-19 protection layer protocols and risk assessment 

tools have to be observed and implemented in some forms. This paper aims to provide a scientific basis to apply the Covid 

protocols in the form of process safety engineering application of LOPA and get meaningful results to implement the 

safeguards efficiently. In order to achieve this aim, the level of public compliance to the Covid protective measures requires 

to be modelled and verified. The LOPA tool provides an algorithm to determine the steps that could be made to improve the 

situation; such as, to improve the infection encounter rate by reducing the number of contacts or events or setting up a suitable 

testing regimes. There may be individuals who need special protection due to a combination of age, ethnicity, or BMI. They 

might be able to improve the effectiveness of the COVID-19 Protection Layer Protocols, either by physical improvements or 

encouraging compliance. 

The LOPA tool enables the premise stakeholders to heed the public compliance of the covid prevention safeguards and use 

the ‘covid fatality metrics’ as a yardstick to devise plans and decisions to control and manage the virus spread amongst the 

population. The results indicate that LOPA can produce practical quantitative and qualitative results that can be used for 

achieving and returning to a resilient normal life. The idea of periodic vaccinations, Covid free ventilation clean air, observing 

basic hygiene, social distancing, wearing masks in ‘crowded’ closed spaces, and frequent testing, all can help to bring return 

to normal life. (Infection Resilient Environments: Buildings that keep us healthy and safe | Initial Report, 2021) states 

ventilation and clean air in confined spaces as the key for infection resilient environments.  

8.0 CONCLUSIONS 

It is now accepted that the COVID-19 virus has become an omnipresent entity within the human population. It has been 

suggested that there needs to be a debate about what is an "acceptable" level of Covid, "Covid is here to stay - we need to 

discuss what we are willing to live with" (Triggle N, 2021). The proposed LOPA Versus Covid model can provide an analytical 

quantitative method to identify ‘what is the acceptable rate’ in relation to the calculated transmission rates and the health 

protocols effectiveness. 

The LOPA tool can perform ‘sensitivity analyses to the changing input parameters and assess the importance of these input 

variables to reduce the covid fatality metrics. The resulting decisions based on the LOPA sensitivity runs, can develop plans, 

more public awareness and communication for the public, devise testing plans, control the human encounter events, and create 

more effective COVID-19 protection layer health protocols. 

This study proposes to use a designated area in heavily populated centres, equipped with CCTV and digital image processing 

to survey the public compliance. For instance, in a shopping centre, transport hub or airport, a section of the concourse can be 

designated as a ‘survey’ zone, equipped with distancing space markers and hand hygiene stations, all under CCTV surveillance. 

As the statistical modelling, random number population sampling and LOPA calculation in this study were performed manually 

by the authors, it is recommended to develop a ‘Covid LOPA software’ tool. This will help extract infection rates directly from 

public domain population infection data bases; use CCTV digital image processing to conduct protocols’ public adherence 

surveys with the results directly inputted into the ‘software’. Once entered, the software can perform calculations and present 

the final results in a graphical way to the key stakeholders of premises. This would help to manage the COVID-19 risk. 

This paper uses several calculation steps to reach the final results which are given in figure 10. If this methodology becomes 

automated, the users do not need to go through all the calculation steps and they would only need to fill the input parameters 

and the automated tool would generate a graph similar to that seen in Figure 10, alongside some tabulated results. There are 

several input variables that can be changed in order to get the resulting Figure 10. Producing this type of sensitivity analysis 

is beyond the scope of this paper, but the methodology can handle it.  

The advantage of this paper is that the main outcome which is a calculated Covid Fatality Metrics value. The magnitude of 

this calculated value determines how much improvement in the transmission rate variables and the safeguarding protocols 

should be made in order to bring down the annual death rate in parity with the common flu. This metric can be used by 

stakeholders to manage and control the spread of infection. 

This technical paper is a follow up to the original paper on this topic which is cited in (Mokhber, Ross and Garcia-Trinanes, 

2021). 
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8.1 Recommendations   

By now, it is established that SARS-COV-2 virus will be in circulation as variants in human population permanently 

(Scudellari, M, 2020; Long term evolution of SARS-CoV-2, 26 July 2021). 

SARS-COV-2 infection must therefore be considered as a major hazard and should be treated similarly to a process plant, 

nuclear accident, or transportation risks. Process safety engineering has long demonstrated that probabilistic risk assessment 

and various qualitative risk reviews can reduce the number of accidental process plant injuries and fatality risks. This study 

has demonstrated that LOPA is applicable to the Covid infection risk assessment.  

It is therefore recommended that other process safety risk assessment tools may also be applied to prevent the COVID-19 

infection spread. Structured process safety reviews such as Hazard Identifications (HAZIDs), with relevant modifications may 

be applied to identify the Covid infection risks and make appropriate recommendations. For example, a HAZID can be applied 

to a transport hub in order to assess how the risk of covid infection can be minimised by determining appropriate measures. 

For situations having the potential to harm many people, so-called major hazards, the appropriate formulation of quantified 

risk is a societal risk (Goose, M, 2010). For instance, in process plants and nuclear industries, the societal risk modelling is 

used to estimate the chances of people being harmed from an incident. It is anticipated that this methodology is applicable to 

Covid Infection hazard in a community. 

Societal risk takes account of both the severity of the range of possible outcomes and the frequency at which they each are 

predicted to occur. It is usually presented as a two-dimensional relationship between frequency and cumulative severity of 

outcome, called an FN-curve. Thus, an FN-curve is used to display the hazardous event cumulative frequency, F, with 

probability of having N or more fatalities per year (Vasconcelos et al, 2015).  

Societal risk (FN-curve) can set out to provide a single measure of the chance of virus outbreak that could harm a number of 

people in a pandemic. FN-curves may be used for presenting information about societal risks and to depict at least three 

different types of information: 

• Historical records of local rolling infection rates and outbreaks in the community; 

• Results of a Probabilistic Safety Assessment; and 

• Criteria for judging the tolerability of risk. 

There are many other examples of process safety assessment tools which can potentially be applied to the pandemic situation, 

such as Performance Standards and Safety Critical Elements (CAPP, 2019). In this case, it is realised that efficient ventilation 

in closed spaces is the key to safeguarding against the virus spread in confined areas (Infection Resilient Environments: 

Buildings that keep us healthy and safe | Initial Report, 2021). The ventilation system can be treated as a safety critical element 

with the rigorous safeguarding performance standards as applied to process engineering critical equipment. 
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Data for a Shopping Mall in the Midlands week ending 17th June 

Random 

Population Sample 

Infection/Case 

Rate Per 100,000 

People 

Area 
Randomly Selected 

Postcode Area 

134 301.2 Oldham  OL1 3DH 

96 147.2 Glossop  SK13 7QU 

52 60 Warrington  WA5 1TH 

78 109.3 Barnsley  S70 6BG 

46 42.5 Huddersfield  HD1 4SJ 

13 89.4 Knutsford  WA16 9EA 

159 245.2 Bolton  BL1 2DP 

289 325 Chorley  PR7 1JA 

335 544.6 Preston  BB2 6NZ 

147 147.2 Handforth  SK9 3QB 

55 59.1 Buxton  SK17 6PX 

21 47.5 Sheffield  S10 5RQ 

101 238.4 Northwich  CW8 1EQ 

268 348.2 Blackburn  BB2 1QT 

https://www.bbc.co.uk/news/health-58849024
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Data for a Shopping Mall in the Midlands week ending 17th June 

Random 

Population Sample 

Infection/Case 

Rate Per 100,000 

People 

Area 
Randomly Selected 

Postcode Area 

211 273.8 Liverpool  L7 1AG 

340 897.3 Manchester  M4 5LA 

180 241.3 Macclesfield  SK11 7BB 

300 545.9 Burnley  BB11 3LP 

226 350.9 Chester  CH1 3HE 

131 211.8 Ashton-under-Lyne  OL6 7PQ 

59 37.2 Wakefield  WF2 9QS 

74 82.8 Keighley  BD21 2QW 

91 192 St Helens  WA10 1JA 

88 100.1 Rochdale  OL11 1JN 

112 206.2 Halifax  HX3 6AD 

64 158.9 Leeds  LS12 1YL 

73 198.6 Bradford  BD7 3AG 

105 207.6 Stockport  SK1 4NW 

117 367.4 Wigan  WN1 1HA 

41 75.6 Runcorn  WA7 1BQ 

Table 1: A graph to show the rate of COVID-19 cases in typical areas around a Shopping Mall in the Midlands 

(17th June 2021). 

 
 

Data for a Shopping Mall in the Midlands week ending 1st July 

Random 

Population 

Sample 

Infection/Case 

Rate Per 100,000 

People 

Area 
Randomly Selected 

Postcode Area 

134 403.1 Stockport  SK1 4NW 

96 392 Liverpool  L7 1AG 

52 145.6 Bradford  BD7 3AG 

78 206.2 Halifax  HX3 6AD 

46 142.6 Sheffield  S10 5RQ 

13 127.4 Huddersfield  HD1 4SJ 

159 430.5 Rochdale  OL11 1JN 

289 486.3 Burnley  BB11 3LP 

335 838.2 Oldham  OL1 3DH 

147 438.9 St Helens  WA10 1JA 

55 203.8 Chester  CH1 3HE 

21 191.9 Warrington  WA5 1TH 

101 368.6 Runcorn  WA7 1BQ 

268 468.5 Barnsley  S70 6BG 

211 467.1 Chorley  PR7 1JA 

340 1101.3 Manchester  M4 5LA 

180 442 Ashton-under-Lyne  OL6 7PQ 

300 527.9 Blackburn  BB2 1QT 

226 496.6 Buxton  SK17 6PX 
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Data for a Shopping Mall in the Midlands week ending 1st July 

Random 

Population 

Sample 

Infection/Case 

Rate Per 100,000 

People 

Area 
Randomly Selected 

Postcode Area 

131 387.2 Knutsford  WA16 9EA 

59 211.2 Preston  BB2 6NZ 

74 220.6 Bolton  BL1 2DP 

91 316.7 Wigan  WN1 1HA 

88 294.4 Handforth  SK9 3QB 

112 347.6 Wakefield  WF2 9QS 

64 217.2 Macclesfield  SK11 7BB 

73 279.5 Keighley  BD21 2QW 

105 343.5 Glossop  SK13 7QU 

117 374.6 Leeds  LS12 1YL 

41 221.4 Northwich  CW8 1EQ 

Table 2: : A graph to show the rate of COVID-19 cases in typical areas around a Shopping Mall in the Midlands 

(1st July 2021). 

 

 
Table 3; Social Distancing Survey for Shopping Mall 
 
 

Week 1 (17.06.21) Social Distancing Survey

Day 1, 1st survey: 270 people out of 800 do not observe 2 metres rule; 0.3375

Day 2, 2nd survey: 700 people out of 800 do not observe 2 metres rule; 0.875

Day 3, 3rd survey: 330 people out of 800 do not observe 2 metres rule; 0.4125

Geometric Mean = 0.4957 probability of failure for social distancing

Week 2 (01-07-21) Social Distancing Survey

Day 1, 1st survey: 220 people out of 800 do not observe 2 metres rule; 0.275

Day 2, 2nd survey: 450 people out of 800 do not observe 2 metres rule; 0.5625

Day 3, 3rd survey: 80 people out of 800 do not observe 2 metres rule; 0.1

Geometric Mean = 0.2492 probability of failure for social distancing

To survey for 'Rules' compliance with 800 shoppers sampling (observe people for 180 

minutes a working day and record how many people observe social distancing within 

this survey period).

Survey (observation) to be conducted by HSE Department
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Table 4; Wearing Face Mask Survey for Shopping Mall 

 
 

 

Table 5; Hand Hygiene Survey for Shopping Mall 

 
 

Week 1 (17.06.21) Face Mask Survey  

Day 1, 1st survey: 290 people out of 800 do not wear or not fully face mask; 0.3625

Day 2, 2nd survey: 550 people out of 800 do not wear or not fully face mask; 0.6875

Day 3, 3rd survey: 360 people out of 800 do not wear or not fully face mask; 0.45

Geometric Mean = 0.4822 percentage people that do not wear or not fully face mask

Then, PFD of wearing mask protection is 0.1759 e.g. for type B mask

 

Week 2 (01-07-21) Face Mask Survey

Day 1, 1st survey: 150 people out of 800 do not wear or not fully face mask; 0.1875

Day 2, 2nd survey: 350 people out of 800 do not wear or not fully face mask; 0.4375

Day 3, 3rd survey: 140 people out of 800 do not wear or not fully  face mask; 0.175

Geometric Mean = 0.2430 percentage people that do not wear or not fully face mask

Then, PFD of wearing mask protection is 0.0886 e.g. for type B mask

To survey for 'Rules' compliance with 800 shoppers sampling (observe people for 180 minutes a working 

day and record how many people observe wearing face mask  within this survey period).

Survey (observation) to be conducted by HSE Department

Week 1 (17.06.21) Hand Hygiene Survey

Day 1, 1st survey: 600 people out of 800 do not wash their hands; 0.75

Day 2, 2nd survey: 450 people out of 800 do not wash their hands; 0.5625

Day 3, 3st survey: 230 people out of 800 do not wash their hands; 0.2875

Geometric Mean = 0.4950 probability of failure for hand hygiene

Week 2 (01-07-21) Hand Hygiene Survey

Day 1, 1st survey: 110 people out of 800 do not wash their hands; 0.1375

Day 2, 2nd survey: 300 people out of 800 do not wash their hands; 0.375

Day 3, 3st survey: 180 people out of 800 do not wash their hands; 0.225

Geometric Mean = 0.2264 probability of failure for hand hygiene

To survey for 'Rules' compliance with 800 shoppers sampling (observe people for 

180 minutes a working day and record how many people wash their hands within 

this survey period). Survey (observation) to be conducted by HSE / HR 

Survey (observation) to be conducted by HSE Department
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Photo 1; Face Mask Filtration Efficiency 

 
 

 User Input 

 Calculation Output 

 Input from Other Sources (Relevant 

Websites) 

 Change Variables 

 

Table 6. Colour key for Simulation Cases 

 


